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Password Policy 
This article describes the password policie adopted by the IT Department. 

Property Description 

Password restrictions 8 characters minimum and 16 characters maximum 

Values allowed: 

• A-Z  
• a-z 
• 0-9 
• ! @ # $ % ^ & * - _ + = [ ] { } | \ : ‘ , . ? / ` ~ “ < > ( ) ; 
• No UNICODE  

Password expiry duration Password will have to be changed every 90 days.  

Password strength Strong passwords require 3 out of 4 of the following: 

• Lowercase characters 

• Uppercase characters 

• Numbers (0-9) 

• Symbols (see password restrictions above) 

Password history Last password cannot be used again 

Account lockout After 10 unsuccessful logon attempts you will have to contact IT to have 
your account unlocked. 
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